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@relation phishing

Battribute having IP Addressz { -1,1
@attribute URL Length {1,0,-1
Battribute Shortining Service { 1,-1
@attribute having At Symbol {1,-1
Battribute double slash redirecting { -1,1
@attribute Prefix Suffix { -1,1
Battribute having Sub Domain { -1,0,1
@attribute 55Lfinal State { -1,1,0
Battribute Domain registeration length { -1,1
@attribute Faviconm { 1,-1

@attribute port { 1,-1

@attribute HITPS token { -1,1
@attribute Reguest URL { 1,-1
@attribute URL of Anchor { -1,0,1
@attribute Links_in tags { 1,-1,0
@attribute S5FH { -1,1,0

Battribute Submitting to email { -1,1
@attribute Abnormal URL { -1,1
@attribute Redirect { 0,1

Battribute on_mouseover { 1,-1
Battribute RightClick { 1,-1
@attribute popUpWidnow { 1,-1
Battribute Iframe { 1,-1

@attribute age_of domain { -1,1
Battribute DNSRecord { -1,1
@attribute web_traffic { -1,0,1
@attribute Page Rank { -1,1 H
@attribute Google Index { 1,-1
@attribute Links pointing to page { 1,0,-1
Battribute Statistical report { -1,1
Battribute Result { -1,1

Bdata
-1,1,1,1,-1,-1,-1,-1,-1,1,1,-1,1,-1,1,-1,-1,-1,¢0,1,1,1,1,-1,-1,-1,-1,1,1,-1,-1
i1,1,1,1,1,-1,6,1,-1,1,1,-1,1,9,-1,-1,1,1,o0,1,1,1,1,-1,-1,0,-1,1,1,1,-1

be 2959 Arff J)lﬁ -y J&w
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o2l MyProject — O et

File  About

Test Part

Choose Dataset | |F:Project®MyProject bin*Release’. \. ‘\data‘data arff

Run Algorithm Show Charts

Show Figures Show Log Confusion Matrix
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Precision: 0.974476032371861

Recall: 0.958758677011025

ROC: 0.993551047134636

Correct Prediction Percent = 97.0601537765717%
InCorrect Prediction Percent = 2.93984622342831%
MeanAbsoluteError(MAE) = 0.0509674908151279
MeanSquaredError(MSE) = 0.151770260792834
Kappa = 0.940332073775373
RelativeAbsoluteError(REA) = 10.3274155143527
Correct Prediction Number = 10730

InCorrect Prediction Number = 325

Error Rate = 0.0293984622342831

SOl v 5ol 4 bgy jo (9,5 —F IS

41 True Positive
42 True Negative
43 False Positive
4 False Negative
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Precision: 0.969224370971096

Recall: 0.951612903225806

ROC: 0.989686783353228

Correct Prediction Percent = 96.5174129353234%
InCorrect Prediction Percent = 3.48258706467662%
MeanAbsoluteError(MAE) = 0.0533480158349569
MeanSquaredError(MSE) = 0.16797636530023
Kappa = 0.929301674609354
RelativeAbsoluteError(REA) = 10.8097753603823
Correct Prediction Number = 21340

InCorrect Prediction Number = 770

Error Rate = 0.0348258706467662

[5] allio J48 s 951 a3 bgapo (9,5 —O JSib

Precision: 0.963278597658145

Recall: 0.946168504151354

ROC: 0.988058245634793

Correct Prediction Percent = 96.0168852706166%
InCorrect Prediction Percent = 3.98311472938339%
MeanAbsoluteError(MAE) = 0.0580926993239088
MeanSquaredError(MSE) = 0.177979001810422
Kappa = 0.919144085039975
RelativeAbsoluteError(REA) = 11.7711787391014
Correct Prediction Number = 31844

InCorrect Prediction Number = 1321

Error Rate = 0.0398311472938339

(8] Ao RANAOMTIEE vy 591 43 bgs po (29,5 —F S

Precision: 0.956167652246084

Recall: 0.940843201306656

ROC: 0.971427972210024

Correct Prediction Percent = 95.4681139755767%
InCorrect Prediction Percent = 4.53188602442334%
MeanAbsoluteError(MAE) = 0.0590150242667896
MeanSquaredError(MSE) = 0.197997206010423
Kappa = 0.908020558384315
RelativeAbsoluteError(REA) = 11.9580671413371
Correct Prediction Number = 42216

InCorrect Prediction Number = 2004

Error Rate = 0.0453188602442334

ID3 55501 43 g1 y0 (5235 - ¥ IS
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popUpWidnow: 7.51195245533909E-09
Favicon: 8.14027878193801E-08

Iframe: 1.88255286160529E-05
Submitting_to_email: 0.000350057782657315
RightClick: 0.000449194000491072

Redirect: 0.000562792236886457

port: 0.00166104013057561

HTTPS token: 0.00180196739611123
double slash redirecting: 0.00195155805708498
on_mouseover: 0.00238564859795433
having_At_ Symbol: 0.00330141628292856
Links_pointing_to_page: 0.00359451402383656
Abnormal URL: 0.00443039062770717
DNSRecord: 0.00460745174129965
URL_Length: 0.00495580259562961
Shortining_Service: 0.00605712955482196
having_IP_Address: 0.00687585209110491
Statistical report: 0.00781172761286022

Page Rank: 0.00971487747072772

age of domain: 0.0106928496701869

Google Index: 0.0204870435744989
Links in tags: 0.0302886584872585
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SFH: 0.0376771079004795
Domain_registeration_length: 0.040151249853957
Request URL: 0.0477652449490465
having_Sub_Domain: 0.0694324755030815
web_traffic: 0.0779390619642303

Prefix_Suffix: 0.218731868560864

URL_of Anchor: 0.316476751906907

SSLfinal State: 0.375733072988761
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Confusion Matrix of ,
TP: 4699 FP: 199 TP + FP: 438938
FN: 124 TN: 6033 FN+TN: 6157
TP + FN: 4823 FP + TN: 6232
TP Rate(TPR): 09743 FP Rate(FPR): 0.0319
Accuracy(ACC): 0.9708 Precision(Pre): 09594

solsiy g, Confusion matrix Jous -1Y Ji
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Confusion Matrix of [Lf]

TP:- 9322 FP: 474 TP = FP: 9796
FN: 302 TN: 12012 FMN+TN: 12314
TP + FN: 9624 FP + TN: 12436
TP Rate(TPR): 096386 FP Rate(FPR): 0.0380
Accuracy(ACC): 09649 Precision(Pre): 09516

[\e] dlie J48 g, Confusion matrix Jgus —VF Jsio

Confusion Matrix of FELEE IS

TP: 13894 FP: 800 TP + FP: 14694
FN: 527 TN: 17944 FMN+ TN: 18471
TP+ FN: 14421 FP + TN: 18744
TP Rate(TPR): 09635 FP Rate(FPR): 0.0427
Accuracy(ACC): 09600 Precision(Pre): 0.9456

[V¥] 4tic Random tree 9, Confusion matrix Jgus -8 Jsi
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Confusion Matrix of [3%] -

TP: 18447 FP: 1145 TP + FP: 19592
FM: 845 TN: 23783 FN + TN: 24628
TP = FN: 19292 FP + TN: 24928
TP Rate(TPR): 09562 FP Rate(FPR): 0.0459
Accuracy(ACC): 09550 Precision(Pre): 09416

ID3 v, Confusion matrix Jeus -8 Jsi
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