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Explanation of Cybercrimes and Cybercrimes and the Criminal
Liability of Individuals in this Field

Mohsen Rostami
Master's degree in Criminal Law and Criminology, Islamic Azad University, Noorabad Mamasani Branch. Iran.

Abstract

Cybercrimes are illegal activities that are carried out through computers, the Internet, and cyberspace, and
include information theft, hacking, cyber espionage, phishing, publishing illegal content, and sabotage in
computer systems. With the spread of new technologies and the increased use of cyberspace, these crimes have
become a serious threat to the security and rights of individuals. By approving the Computer Crimes Law, the
Iranian legislator has criminalized these behaviors and determined the criminal liability of natural and legal
persons in this field. The purpose of explaining cybercrimes and cybercrimes is to accurately recognize these
crimes, determine the limits and criminal liability of perpetrators, and create an appropriate legal framework to
combat them. Also, the aim is to identify the scope of criminal liability of individuals and legal entities in
cyberspace and to ensure legal and social security in this area. Method: Study and analyze the existing laws and
regulations in Iran, especially the computer crime law, examine the types of cybercrimes and the criminal
liability related to them, and review the legal and criminological literature on cyberspace crimes and the
criminal liability of individuals in this space. Findings: Cybercrimes include various types such as theft of
personal and financial information, hacking systems, cyber espionage, phishing, publishing illegal content, and
sabotage in computer systems. The punishment for these crimes varies depending on the type and severity of the
crime, from imprisonment (from 91 days to several years) to fines and even execution in special cases. The
Iranian computer crime law also recognizes the criminal liability of legal entities in cyberspace for the first time,
and the sixth chapter of this law is dedicated to the issue of criminal liability. Criminal liability in cyberspace
includes natural and legal persons, and the legislator emphasizes the creation of legal frameworks to combat
these crimes. Results: Due to their specific complexities, cybercrimes and crimes related to cyberspace require
precise criminalization and determination of specific criminal liability for natural and legal persons. Iran's
computer crime law has taken an important step in this regard and, by determining penalties and responsibilities,
has provided the basis for effective confrontation with these crimes. Recognizing and explaining criminal
liability in cyberspace is essential for maintaining legal and social security .
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