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Detection of The Spam on the Social Networks Based on User
Behavior using Fuzzy Theory
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Abstract

The huge volume of spam and related attacks on social networks such as Facebook, Twitter, etc. has had many
problems with these networks. On the other hand, it is complicated to provide an optimal way to detect spam
with acceptable accuracy and to some extent reduce social media problems. Therefore, the existence of a reliable
and efficient method in this field is very important. In this research, using a fuzzy system, a method has been
developed that can identify spam in the social network to a very good degree and can significantly improve this
information burden. In general, the proposed method has the following steps: 1) Data entry on the social network
2) Pre-processing on data and removal of unused data 3) Breakdown of experimental data and training 4)
Implementation of FCM fuzzy system Generate rules 5) Apply fuzzy system generated on the data and detect
spam. Finally, after simulating the proposed method, it was observed that the accuracy of the presented method
was 99.9%, which improved significantly compared to the methods that have been proposed so far.
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