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A New Voice Authentication Technique through Integration of
Elliptic Curve with Ticket Server

Mohammad Sharaf Farahani
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Abstract

The Voice over Internet Protocol (VOIP) systems are growing more rapidly in today's world and Session
Initiation Protocol (SIP) has widespread use and is very important in this regard. Session Initiation Protocol uses
signaling to perform its control actions and uses the hypertext authentication protocol to achieve this. The SIP
protocol under the IETF standard has been described in detail in the RFC 3261 version. Considering that the SIP
protocol is being used widely in VOIP equipment, most of the attacks have been focused on this protocol.

Our attempt in this article is to strengthen the authentication mechanism of this protocol and to remove its
weaknesses. Using the Elliptic curve cryptography (ECC) method and integrating it with an auxiliary ticket
server, we improve the security and increase resistance against the attacks. We will show in our analysis that this
approach is better than the previous approaches.

Keywords: authentication, Elliptic Curve, Session Initiation Protocol, hypertext abstract.
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