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Investigation and Identification of the Proposed Algorithm for

Electronic Crimes in the Website of the Supreme Audit Court of
Iran

Mina Jantani

B.Sc. in computer software, Audit Court of Kerman Province, Kerman, Iran

Abstract

The electronic and virtual offenses have a short history and have appeared only since the last 20 years. Actually,
the simplified use of computers for all people and the reduced price of access to information technology tools
have given rise to a new era of "electronic crimes" in virtual space and have challenged the security, regulatory,
and oversight institutions. Electronic crimes which are related to the third-generation crimes of the computer and
the Internet occur in virtual environments or electronic spaces. In the meantime, the scientific and intelligent
methods of crime detection have attracted the attention of many criminologists due to their scientific and
mathematical support. One of these strategies is data mining, which refers to the process of extracting knowledge
from a set of data using intelligent methods. In this paper, using content and document analysis and the support
vector machine, we designed an intelligent system to detect electronic crimes in a virtual environment. We tested
the proposed algorithm to identify the behavior of the users of the Supreme Audit Court of Iran's website and to
diagnose suspicious behaviors with varying degrees of severity. To this end, we categorized all users' behaviors
using data mining and content analysis method at five different levels. We then tested the vector support system
based on these classes.

Keywords: data mining, electronic crimes, crime, the Supreme Audit Court of Iran
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